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Elliptic Curves

Let k be a field of characteristic # 2 or 3.
An elliptic curve defined over k is a set

E(k) ={(x,y) € kK* | y* = x>+ ax + b} U{O},

for some a, b € k, 4a° + 27b* # 0.

The equation y? = x3 + ax + b is called the Weierstrass
form of the elliptic curve.

O, not being an affine point, is often called “the point
at infinity” of E.

For k = R, a geometric addition operation is defined on
an elliptic curve.

Elliptic Curves



Addition operation

-
O




Addition operation




Addition operation




Addition operation




Addition operation




Point addition in E(k)

Group Law

e We can formalize and adapt this addition operation to a
general field k. Let E be the elliptic curve over k with
Weierstrass form y? = x3 + ax + b.

e P+O=0+P=Pforall PecE(K).
o Let P1 = (x1,y1), P2 = (x2,y2) € E(k)\{O}. Then

o lf x =x0 & yi= —yo, then P, = — P4 and
P14+ P, =0.



Point addition in E(k) (cont'd)

Group Law

If PQ;JE—PlZ
X2 a
o If PL=Pyset A= 22

Otherwise set A\ = 2=24
X2—X1

x3:= A2 — x1 — x0,

y3 = A(x1 — x3) — y1,

Then P; + P>, = (X3,y3).

e (E(k),+) is an abelian group.



Cryptography

e Cryptography on elliptic curves relies on the discrete
logarithm problem. A private key is some integer n, and
the corresponding public key is nP for some given point
P € E(k).

e k, E and P are known parameters of the system;

security depends on the difficulty of discovering n given
nP.

e k here is generally a field of order p, a prime of size at
least 2128

Cryptography

e The efficiency of encryption depends on the speed with
which one can compute multiples of points.
e One approach has been to turn to different models for

elliptic curves, such as Montgomery curves, Jacobi
quartics, and most recently, Edwards curves.



Edwards Curves

e An Edwards curve over k is an affine plane curve
defined by the equation  x?+ y? = 1+ dx?y?, where ‘
de k~{0,1}. Eavards Corves

e Every Edwards curve is birationally equivalent to an
elliptic curve (Edwards, 2007).

e Thus an addition law is defined on Edwards curves:

— X1Y2+X2y1 Y1Y2—X1X2
e (X17)/1) + (X2’y2) - <1+dX1X2)/1)/2 ’ 1—dX1X2Y1Y2>
Actually, this isn't quite the form of curve used by Edwards
in his paper, rather the adapted form used by Bernstein et

al. We use this form as it covers a larger class of curves over
finite fields.
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Twisted Edwards Curves

e Bernstein et al. (2007) introduced a generalisation of
Edwards curves, the twisted Edwards curves.

Twisted Edwards
Curves

e A twisted Edwards curve over k is an affine plane curve
defined by the equation ax® + y? = 1+ dx?y?, where
a,d € k~ {0}, a# d. (a =1 gives an Edwards curve.)

e The addition operation is similar to that for Edwards
curves:

— X1y2+Xx2y1 Y1y2—axiXp
(Xl’yl) + (X2’y2) - <1+dx1X2y1)/2 ’ 1—dx1x2y1y2>




Division Polynomials: Elliptic Curves

Given the addition operation on an elliptic curve E(k), two
important, related questions are, for any integer n, and any
point P = (x,y) on the curve:

e IsnP =07 for Bt Carves
e What are the coordinates of nP in terms of x and y?

Both of these are addressed by division polynomials.



Definition

Division polynomials for elliptic curves

The division polynomials are elements of the function field of
E(k), which is the quotient field of the ring

k[x,y]/(y? — x3 — ax — b).
e Vi(x,y)=1
o Va(x,y) =2y Diion Ponanil
o V3(x,y) = 3x* + 6ax? + 12bx — a°
o Uyu(x,y) =
4y (x® + Bax* + 20bx3 — 5a?x? — dabx — a° — 8b?)

Vomi1(X,y) = VimpaV3, — Vi V)
Wom(x,y) = 32 (Wmi2W2, 1 — Vi oV2,,4)



Point Multiplication using Division Polynomials

The above defined polynomials give an explicit computation
of a multiple of a point:

2 ivision Polynomials
npP — <Xwn B \UnflwnJrl w2n) o EIIiptlF(’: !
- 2 ’ 4
w2 U

Consequently, nP = O if & only if ¥,(x,y) = 0.



Division Polynomials: Twisted Edwards Curves

Can we do the same for Edwards, or more generally, twisted
Edwards curves?
e By applying the explicit mapping between a given
twisted Edwards curve and an elliptic curve to the B R o
division polynomials, we should be able to derive for Fevards Curves
twisted Edwards division polynomials.



Transformation applied to division polynomials

o Y1(x,y) =1

+ ot ) = Gl

o Y3(x,y) = (a—d)3(a(J2r(218i/;)2)4dy3—dy4)

° ¢4(X, y) _ 2(a=d)°y(14y)(a=dy*) Division Polynomials

- X((2(1_y))7 for Edwards Curves

o Yomi1(X,y) = Vmi2Vn — Um—1Vp i1
d ¢2m(xa)/) = %; (¢m+2¢,2n_1 - ¢m727w[)37+1)



Point multiplication formula

If we further define

(L+y)0a  4n1¥nn

and
2w2n
wn(x,y) = m7
then or Elmaras Corvea®
_ an'(ljn ¢n - ¢%
n(X7.y)_ wn 7¢n+¢% .

e Given that the identity of the Edwards addition law is
(0,1), it is easy to see that n(x,y) = (0,1) if & only if
Y, =0.



Division polynomials for Edwards curves

e It looks like the denominator is behaving in a uniform
way, and that we can pull a sequence of “division
polynomials” (in y alone) out of the numerators.

Division Polynomials
for Edwards Curves

e If we do that, we get the following recursion:



Division polynomials for Edwards curves

and

122r+1()’) =

do(y) =0

1/71()/ )=1

Ga(y) =y +1

P3(y) = —dy* — 2dy® + 2ay + a

ba(y) = =2y(y + 1)(dy* — a)

4(a—d)(?y—+d{;)2wr+2w? _ 1/32_ 11;?“

Yri2? — 4(az_d§)jlf)'2_ 1Wess
4(a—d(yy2j)flz§)2y+zw, _ er_“zfﬂ

~ ~ 4(a—d)(a—dy?)2,_ 1[1?
A G 2

r=0(4)
r=1(4)
r=2(4)
r=3(4)

Division Polynomials
for Edwards Curves



Division polynomials for Edwards curves

1/72r(y) =

e (C

y;1 (1/; +21;E—1 - @Zr—ﬂz’gﬂ
? d)¢r+21/73_1 - 1/7r—21;3+1
ylﬁ_rl (&r+21/~1371 - &r—2izg+1

)% (ir—i—ﬂZEfl - (a - d)&r—21;2+1

r=20 (4)
r=1(4)
r=2(4)
r=3(4)

Division Polynomials
for Edwards Curves



Properties of Edwards division polynomials

Fortunately, the ¢, have some nice properties.
e Each ¢, is a polynomial in y, with coefficients in
Z|a, d].
o degn(y) < %
e By substituting —d for a, and —a for d, {,(y) is
mapped to its own reciprocal polynomial. Division Polynomials

for Edwards Curves

U3(y) = —dy* — 2dy3 +2ay +a
P3(y) = —(=a)y* — 2(-a)y® + 2(~d)y + (—d)
=ay* +2ay3 —2dy — d



History of the lemniscate: The Bernoullis

e Edwards curves start with the lemniscate of Bernoulli,
a curve with polar coordinate equation r? = cos 26.

X0

e The lemniscate was first described by Jacob (and
independently by Johann) Bernoulli in 1694 as the
rectification of the elastic curve.

e The arc length of the lemniscate (in the first quadrant) A Little Bit of History

is given by
Toodt
[
o V1—t*

an elliptic integral.



Fagnano, Euler

e The count G.C. di Fagnano was the next to study the
curve, giving a formula for doubling the arc of the
lemniscate.

e In 1751, Euler generalised Fagnano's work, giving a full
addition formula for lemniscatic integrals:

/“ dt +/V dt _/’ dt
o V1—1t4 0 \/1—1.“4_ 0 1—t4

Where A Little Bit of History
uv1l—vA+vv1l—ut
14+ u2v2?

e Jacobi called this “the birth of elliptic functions”; the
key insight was shifting the focus from the integral per
se to the inverse function.



Gauss

e Though Gauss never published anything on the subject,
there is copious work in his notebooks on the
lemniscatic integral.

e Gauss called the inverse function of the lemniscatic
integral the lemniscatic sine function.

e He also defined a lemniscatic cosine in a natural way,
and derived the identity between them

?+c?=1-5°c.

A Little Bit of History

e Gauss then reformulated Euler's addition law as

;_ S10 + 50 o — C1Cp — 515
1-sisac’ 1+ s15c100



Comparison

These were the properties which Edwards was generalising in
defining the curves.

Edwards curve Lemniscatic functions

24 y2=14dx%2 | s2+c2=1-52c2

_X1yetXoy1 Sietsa N
1+dxixoy1y2 1—sispcio A Little Bit of History
_Y1Yo—X1X2 C1C2—5152

1-dxixay1y2 1+sispcic



Gauss, Abel

Gauss computed the results of various iterations of this
formula: (From Gauss's posthumously published notebooks)

sin lemn ¢ =s

sinlemn2¢ = sn(t—f—ss)i_}_s. = Sdl—i—cc}%

1 3 3—6s'—s®
sin lemn $ = 81_*_“ e}
1—58% — 588 | &'
14208 —2638° 2054 &'
5—28*+ 8% 1—128*—268% 4 524% 45
1— 28 456 11525 —265° - 128% 4 8°¢

sin lemn4¢ = 4sc(14-s3)

sin lemn5¢ = s.

& n.an—1.%n46 ._n‘—lsn‘+ssnn+4zo.n.nn+1“,
s —f— 60 10080
sin lemnng = . n.n.an—1 . nn.nm—l.nn—4.an+75
1+ 8t — - .
12 10086

Abel studied these rational functions in more detail, using
them to prove that the arc of the lemniscate can be divided
into n equal parts using straightedge and compass if
n=2%p1py--- pt, where the p; are distinct Fermat primes.

A Little Bit of History



Applying lemniscatic theory to Edwards curves

As we've implied, (twisted) Edwards curves are
generalisations of lemniscatic functions. By analogy with the
theory of lemniscatic functions, we derive new results for
twisted Edwards curves.
o Let (x1,y1) + (x2,y2) = (x3,y3). Then we can rephrase
the addition law as:

_ x1y2(1 — dx3) + xay1 (1 — dx?)
1-— adx12x22
(a—d)yiy» — (a— d)/12)(3 - dY22)X1X2
a—d(y? +y3) + dyiys

¥3 =

Back to Edwards
curves



An incremental point multiplication formula

o If we let (xn, yn) = n(x,y) for all n, we use the above
formula to show that

2x,y(1 — dx?)

)(I7—+-1 _+_ )<)7<—-1 = ]' o é)(i)(2 )(2
n

The benefit of this is that it allows us to perform point
multiplication with the x-coordinate only.

Back to Edwards
curves



Point multiplication

e We apply this formula to get a recursion for the
multiple of a point:

xyPp(x?)

() if nis even

Xp =

Xgn”((;j)) if nis odd

e The polynomials P11, Q11 are generated by a
recursion on P,, Qn, Pn_1, Qn_1.

Back to Edwards
curves

e Unlike our original division polynomials, which required
the previous 5 to generate each new polynomial, this
system only needs the previous 2 rounds.
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