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Order Dividing Extension Fields

An Order Dividing Extension Field is:

Extension field with degree q over a finite base field F . . .

where the degree q divides |F∗| = (P − 1) . . .

and q is prime.

Examples

GF (P2), where P is odd

GF (193)

GF (
(
24

)5
)

GF (1015)

GF (297)

GF (
(
52

)3
)
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Why and What

Why Do We Care?

Optimal Extension Fields
for Elliptic Curve
Cryptosystems

Root computation ( q
√

α)
using Cipolla’s algorithm

What We Will Show

Parallel multiplication and
reduction using discrete
Fourier transforms

Added benefits to DFT
form: conjugates, traces,
inverses
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Two Term Representation

Trivial Field Reduction

u ∈ F, u
P−1

q 6= 1

GF (Pq) ∼= F[x ]/r(x)F[x ]

⇒ q
√

u 6∈ F
r(x) = xq − u is
irreducible over F

2q−1∑
k=0

vkxk ∈ F[x ]



JJ

q−1∑
k=0

(vk + uvq+k) xk mod r(x)
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The Chinese Remainder Theorem

What does it do on Polynomials

Gives the discrete Fourier
Transform

Enables field reduction
within the DFT ring

n−1∑
k=0

vkxk mod

∏
j

hj(x)


JJ





JJ[
n−1∑
k=0

vkxk mod hj(x)

]
j
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The CRT in Action: Multiplication

(5x + 3)(2x + 1) mod (x2 − 1)

?

(5x + 3)(2x + 1) ≡ (8)(3)

mod(x − 1)

(5x + 3)(2x + 1) ≡ (−2)(−1)

mod(x + 1)

?

11x + 13 mod (x2 − 1)
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(
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)
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(
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iterative
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The CRT in Action: Reduction

Over GF (7)[

0 mod (x2 − 1),

(x3 + 2)

(x2 − 1) ≡ (x3 + 2)2

mod (x2 − 3)
]

?

(x3 + 2)2 + (x2 − 3)
(
−2−1 (0− (x + 2)2)

)
?

x2(3x + 2)− (3x + 2)

?

x3 + 2 ≡ 3x + 2 mod (x2 − 3)
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Parallel Multiplication
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Field Reduction Within the Ring

Theoretical Reduction

Reduction modulo r(x) = (xq − u)

α ∈ F[x ], deg(α) < 2q;

Use the CRT with moduli r(x) and (x2q − 1);

Compute ;

Divide by (x2q − 1).

C(α) = α(u2 − 1) +

(xq − u)
(
α mod (x2q − 1)

)
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Field Reduction Within the Ring: II

C(α) = α(u2 − 1) + (xq − u)
(
(xq + u)α mod (x2q − 1)

)

= x2q

q−1∑
j=0

cjx
j

−

q−1∑
j=0

cjx
j



Γ = (xq + u)α mod (x2q − 1)

Notice

Deg
(
α(u2 − 1)

)
< 2q Deg (Γ) < 2q

Γ = xq
∑q−1

j=0 cjx
j + . . .
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Most Significant q terms of Γ

Γ = (xq + u)α mod (x2q − 1)

≡ α mod r(x)

Computational Reduction

Compute Γ = (xq + u)α mod (x2q − 1)

Subtract off
∑q−1

j=0 djx
j

Divide by xq mod (x2q − 1)
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α ≡
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Computational Reduction – In Parallel

Compute Γ = (xq + u)α mod (x2q − 1) cc

cc

Γq ≡ α mod r(x)
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j=0 where g0,j =

(
(−1)j + u

)
aj cc

For i = 0 to q − 1:

Compute di = (2q)−1
∑2q−1

j=0 gi,j

xΓi+1 = [gi,j − di ]
2q−1
j=0

Divide by xq mod (x2q − 1)

Γi+1 = [gi+1,j ]
2q−1
j=0 =

[
h2q−j (gi,j − di )

]2q−1

j=0

cc

Γq ≡ α mod r(x)
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Conjugates are Cyclic Shifts

α = [d2q−1 d2q−2 d2q−3 . . . d2 d1 d0]



JJ

αP = [d1 d0 . . . d4 d3 d2]



JJ

αP j

=
[
d(2q−1)+2j d(2q−2)+2j . . . d2j+2 d2j+1 d2j

]
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Trace Computation in DFT Form

αP j

= [dk+2j ]
2q−1
k=0



JJ

Tr(α) =

q−1∑
j=0

αP j

=
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αP j
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Trace Computation in DFT Form

αP j

= [dk+2j ]
2q−1
k=0



JJ

Tr(α) =

q−1∑
j=0

αP j

=

q−1∑
j=0

dk+2j

2q+1

k=0
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αP j

= [dk+2j ]
2q−1
k=0
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Tr(α) =

q−1∑
j=0

αP j

=
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j=0

d2j =

q−1∑
j=0

d2j+1
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Trivial Conjugates

h = u
P−1
2q

⇒ xP−1 ≡ u
P−1

q ≡ h2 mod r(x)

A few definitions

Let:

α ≡
q−1∑
j=0

ajx
j mod r(x)

=
[
dk mod (x − hk)

]2q−1

k=0

dk =

q−1∑
j=0

ajh
jk
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Trivial Conjugates

h = u
P−1
2q ⇒ xP−1 ≡ u

P−1
q ≡ h2 mod r(x)

Conjugates

Let:

α ≡
q−1∑
j=0

ajx
j mod r(x)

=
[
dk mod (x − hk)

]2q−1

k=0

dk =

q−1∑
j=0

ajh
jk

αP ≡
q−1∑
j=0

ajx
Pj mod r(x)
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Trivial Conjugates

h = u
P−1
2q ⇒ xP−1 ≡ u

P−1
q ≡ h2 mod r(x)

Conjugates

Let:

α ≡
q−1∑
j=0

ajx
j mod r(x)

=
[
dk mod (x − hk)

]2q−1

k=0

dk =

q−1∑
j=0

ajh
jk

αP ≡
q−1∑
j=0

ajx
Pj mod r(x)

≡
q−1∑
j=0

ajh
j(2+k) mod (x − hk)
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Trivial Conjugates

h = u
P−1
2q ⇒ xP−1 ≡ u

P−1
q ≡ h2 mod r(x)

Conjugates

Let:

α ≡
q−1∑
j=0

ajx
j mod r(x)

=
[
dk mod (x − hk)

]2q−1

k=0

dk =

q−1∑
j=0

ajh
jk

αP ≡
q−1∑
j=0

ajx
Pj mod r(x)

≡
q−1∑
j=0

ajh
j(2+k) mod (x − hk)

= [dk+2 mod 2q]
2q−1
k=0



Parallel ODEF
Operations

Anna
Johnston

Overview

Tools

Trivial Reduction

Useful Rings:
CRT

DFT & Parallel
Multiplication

Reduction in
DFT Form

Other DFT
Advantages

Conjugates &
Traces

Inverses

Summary
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Using the norm

N(α) =
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k=0

αPk
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α−1 = N(α)−1
q−1∏
k=1

αPk
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[dk ]
−1 = N(α)−1

q−1∏
k=1

[d2k+j ]
2q−1
j=0
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Summary

Order dividing extension fields: GF (Pq) where q |P − 1

Reviewed techniques for parallel extension field
multiplication (DFT)

Described new field reduction technique within the DFT
form

Described field traits exposed in DFT form
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