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Finite fields and algebraic tori

Why use algebraic tori ¢

Discrete-log based cryptography needs a convenient group structure.

#Fs5 = ] %a(q)
d|n
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Finite fields and algebraic tori

Why use algebraic tori ¢

Discrete-log based cryptography needs a convenient group structure.

#Fs5 = ] %a(q)
d|n

= ®1(q)...Pn(qg).

——
#Thn
T, : subgroup of ]F;; of "optimal” order.
Example
#Fs=(q-1)(q+1) (" +q+1)(a° —q+1).
——
Ti=F; T»C JF:2 T3 C ]F:3 Te
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Finite fields and algebraic tori

Also an algebraic variety

Definition

We define the algebraic torus by the following relation :
To(Fq) = {04 €eFo: a®n@) = 1}.

It is equivalent to write that the algebraic torus T,(Fg) is the intersection
of the kernels of the norms NFq,,/,_-, over all F ¢ Fgn.

To(Fq) = {a € B : VB C F G By N yp(a) =1}
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Finite fields and algebraic tori

Also an algebraic variety

Definition

We define the algebraic torus by the following relation :
To(Fq) = {04 €eFo: a®n@) = 1}.

It is equivalent to write that the algebraic torus T,(Fg) is the intersection
of the kernels of the norms NFq,,/,_-, over all F ¢ Fgn.

To(Fq) = {a € B : VB C F G By N yp(a) =1}

Remark

The dimension of T,(Fq) is ¢(n) = deg(®,).
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Finite fields and algebraic tori

In brief

Two ways of considering the algebraic torus T,.

Tn C F;;n, Tn(Fq) = {Oé S F;;n : Oéq>"(q) = 1} )
#T,=dn(q). dim T, = ¢(n).
Remark.

#Fq = ] ®a(a)
d|n

= |Fu =] Ta(Fq)
d|n
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Parameterization of Tp

Compact representation

We want to send an element of the torus.
Naive representation : T, CFg» ——  n coordinates.
Clever representation : dim(T,) = ¢(n) —  ¢(n) coordinates.
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Parameterization of Tp

Compact representation

We want to send an element of the torus.
Naive representation : T¢ CFee —— 6 coordinates.
Clever representation : dim(Ts) = p(6) — 2 coordinates.
Example
Parameterization of Tg with ¢(6) = 2 coordinates.
e XTR (Lenstra, Verheul)
e CEILIDH (Silverberg, Rubin)
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Parameterization of Tp

Idea for a bijection (van Dijk, Woodruff)

Idea of the bijection © : T, x 1 — .
Recall that ]an = H T4. Example in the case n = 15.
d|n

X
7—15 — qu
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Parameterization of Tp

Idea for a bijection (van Dijk, Woodruff)

Idea of the bijection © : T, x 1 — .
Recall that ]F; = H T4. Example in the case n = 15.
d|n

X X X
T15 X Fq3 X Fq5 e qu
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Parameterization of Tp

Idea for a bijection (van Dijk, Woodruff)

Idea of the bijection © : T, x 1 — .
Recall that ]F; = H T4. Example in the case n = 15.
d|n

X X X
T15 X Fq3 X Fq5 e qu

/7\\\
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Parameterization of Tp

Idea for a bijection (van Dijk, Woodruff)

Idea of the bijection © : T, x 1 — .
Recall that ]F; = H T4. Example in the case n = 15.
d|n

X
T15 X F;% X F 5 ————> Fx X IE‘;<15

i - H- - E-E R
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1 denotes the Mobius function.

©:T(F)x I Fu— II Fu
d|n din
u(n/d)=—1

wu(n/d)=+1
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X3

X5

. X
Tis x Fpiox Fg
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X X3

X5
X X

s

(Tl X T3)(T1 X T5)
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X .

X5
: X
Tis X ]Fq3 « Fqs

. ( )“) ( )

(Ty x T3)(T1 x Ts) =T

(Ty x T3 x Ts x Tis)
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X .
Tis

.
X ]F;,

X IF é IFX )
Tl

Fx
(Ty x T3)(T1 x Ts) =T

(2)< >

(Ty x T3 x Ts x Tis)
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Complexity

First operation

It is the decomposition of a point of F;d into components in the tori T3

and T,.
We perform this operation in the most natural way :
1
R P
Xg — (X:;d(q) : le(CI))

Cost
®,4(q) has degree ¢(d) in g.
So performing exponentiations to the power ®,4(q) requires

O(¢(d) log g) multiplications in Fy.
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Tis

o < )m <>—>F

(T x T3)(Ty x Ts) =Ty

(T1 x T3 X Ts X T15)
«O>r «Fr «Er» «E» o
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Complexity

Second operation

Let's see on the example n = 15 : It is a recombination of coordinates in
the tori Ty, T3, Ts, Tis.

T1 X T3 X T5 X T15 E— F;m
(2)

(X17X37X57X15) — X

|
=

w3 W5 Wis q
X —X1 'X3°Xs °X{e° Where Z q)
d|15

Cost

For each divisor d of 15, we have wy < g*®> — 1. So exponentiation requires

O(15log g) multiplications.
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Improvement

FElliptic normal bases (Couveignes, Lercier)

Theorem
For any extension Fg» of Fg, there exists a normal basis of Fqn over [F
such that both

@ the product of two elements
@ exponentiation of an element to a power of g
can be performed in linear time.

The construction of such bases uses elliptic curves, hence the name of
elliptic bases.
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Improvement

First operation

Recall the first decomposition :

A R

X4 +— (xd

Cost

®1(q) =q—1,93(q) =¢*+q+1and ®5(q) =q* + >+ >+ g+ 1.
So performing exponentiations to these powers requires

O(¢(d)) multiplications in Fy.
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Improvement

Second operation

Recall the recombination on the right hand side :

T1 X T3 X T5 X T15 — F;lg,
(2)

(X17X3,X57X15) — X

15 1
— wy, W3 W5 Wi5 q —_
X = X{ X3 X5 Xi5° Where E q)i()wd— 1.
ds - d\d

Cost

wy are actually polynomials in g. So once again we have exponentiations
to a power of g and a certain number of multiplications, depending on the
coefficients. In practice, the polynomials wy have very convenient

coefficients.
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Improvement

Modular inverses of cyclotomic polynomials

Theorem
For all p and r distinct prime numbers,
(i) CD;l mod ®; = 1/p and
& mod &, = (—1/p)(XP2 +2XP3 4 ... +p—1).

e(pr)—1
(ii) &' mod &1 =1 and ;' mod = Y viX' with
i=0
vi € {-1,0,1}.
1
(1i7) CI>;,1 mod ¢, = ;ZX’ with d = r — 1 mod p and
i=0
. 1 o(pr)—1 _
o3 dd, == X' with v; .
p mo p p ;) Vv WI vi<r
p(r)-1
(iv) d>;1 mod &, = Z v;iX" with v; € {0,—1,+1}.
i=0
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Improvement

Results

Global cost of the communication :
e Before improvement : O(n®log? q) operations.
o After improvement : O(P(n)log q) operations.
Usual cost of a classical D.H. cryptosystem : O(n?log? q).
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o Case of n product of more than two primes.

o Question of a birational parameterization.
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Conclusion

Thank you for your attention

and
enjoy you meal !
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Idea of the bijection © : T, x 1 — .
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Conclusion

Compression and cryptography

Idea of the bijection © : T, x M — [1.

Diffie-Hellman multiple key agreement

<g>=T, Bob
T~ Kok
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Conclusion

Compression and cryptography

Idea of the bijection © : T, x M — [1.

Diffie-Hellman multiple key agreement

<g>=T, Bob
T Kok

Gl (secrets) 7=l
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Conclusion

Compression and cryptography

Idea of the bijection © : T, x M — [1.

Diffie-Hellman multiple key agreement

<g>=T, Bob
T~ Kok

Badim.m Ki=g™ (¥i)i=1.m
Ai = gXi7 SO E I_I
O(Ai, Si—1) = (a1, Si) %)
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Conclusion

Compression and cryptography

Idea of the bijection © : T, x M — [1.

Diffie-Hellman multiple key agreement

<g>=T, Bob
T~ Kok

)=l i Ki = g™ L% o=l in

Ai=g% 5 €l
O(A;, Si-1) = (ai, Si) %}
O Y(am, Sm) = (Am, Sm_1)
@_l(am—l, Sm—l) = (Am—l, 5m—2)
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Conclusion

Compression and cryptography

Idea of the bijection © : T, x M — [1.

Diffie-Hellman multiple key agreement

<g>=T, Bob
T~ Kok

)=l i Ki = g™ L% o=l in

Ai=g Sen
(ai)vsm

O(Ai, Si—1) = (a;,Si) ——=27
e71(am7 Sm) = (Ama Sm—l)
@_l(am—l, Sm—l) = (Am—l, 5m—2)

K= AV
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