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What's an APN?

A map f: V := GF(2™) — V satisfying any of the following:
o x — f(x+ a) — f(x) is 2-to-1 for all a # 0.
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What's an APN?

A map f: V := GF(2™) — V satisfying any of the following:
o x — f(x+ a) — f(x) is 2-to-1 for all a # 0.
e V distinct a, b, c, d,

at+b+c+d=0= f(a)+f(b)+f(c)+f(d)#0

i.e. f does not sum to 0 on any 2-flat.
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What's an APN?

A map f: V := GF(2™) — V satisfying any of the following:
o x — f(x+ a) — f(x) is 2-to-1 for all a # 0.
e V distinct a, b, c, d,
at+b+c+d=0= f(a)+f(b)+f(c)+f(d)#0

i.e. f does not sum to 0 on any 2-flat.

o If £(0) = 0 (which we assume from now on) the binary code
with parity check matrix

w/

e = ()

is double-error-correcting (no fewer than 5 cols sum to 0).
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What's an APN?

A map f: V := GF(2™) — V satisfying any of the following:
o x — f(x+ a) — f(x) is 2-to-1 for all a # 0.
e V distinct a, b, c, d,

at+b+c+d=0= f(a)+f(b)+f(c)+f(d)#0

i.e. f does not sum to 0 on any 2-flat.

o If £(0) = 0 (which we assume from now on) the binary code
with parity check matrix

Hf'_[... f(w) ]
is double-error-correcting (no fewer than 5 cols sum to 0).

The BCH f(x) = x3 is APN for all dimensions m.



Exceptional APNs

What's known?

monomials f(z) := z¢

#f(@+a)+ f(@) + f(a) =b
#@+a)l+al+al=0

#@+ 1) +a+1=0a"%
Exceptional z4 APN for infinitely many fields.

Il

Gold d = 2% + 1, gcd(k,m) =1
(e+1)+204+1=2"" 42 2-to-1.
Kasami-Welch d = 4k — 2k 41, gcd(k,m) =1
@+
(z+22)2*

Conjecture (JW etal).
These are the only exceptional exponents.

(z+1) 442?41 = =MCM, gy (+22).

ref. Janwa, Wilson, McGuire, Jedlicka, Rodier
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Exceptional APNs

Theorem (Hernando and McGuire 2009)
The conjecture is true.
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Exceptional APNs

Theorem (Hernando and McGuire 2009)
The conjecture is true.

We look forward to Fernando's talk to hear the
details of this milestone result!
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The Dual Code

We'll identify the dual code with the binary row space of the

. X
matrix [ £(x) } where x ranges over all of L.

J. F. Dillon APN Polynomials: An Update



The Dual Code

We'll identify the dual code with the binary row space of the

matrix [ (X) } where x ranges over all of L.

f(x

The columns comprise the graph ¢ of f.
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The Dual Code

We'll identify the dual code with the binary row space of the

matrix [ (X) } where x ranges over all of L.

f(x
The columns comprise the graph ¢ of f.
The codewords are

{Trace(ax) :a € L} ® {Trace(bf(x)): b e L}.
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CCZ-Equivalence

f and g are CCZ-equivalent if [, = LT for some £ in GL(L?).
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CCZ-Equivalence

f and g are CCZ-equivalent if [, = LT for some £ in GL(L?).

This means that g = f, o f; !, where

{ggi]:‘[ﬂxx)]'
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CCZ-Equivalence

f and g are CCZ-equivalent if [, = LT for some £ in GL(L?).

This means that g = f, o f; !, where
| <Lito]
Rx) | T LX) ]

For S=TrorS=Ar:={(a,b): #(f(x+ a) + f(x) = b) =2}
the S-rank of f is the 2-rank of the matrix [S(X + Y)], X, Y € L2,
where we identify S with its characteristic function.
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CCZ-Equivalence

f and g are CCZ-equivalent if [, = LT for some £ in GL(L?).

This means that g = f, o f; !, where
| <Lito]
Rx) | T LX) ]

For S=TrorS=Ar:={(a,b): #(f(x+ a) + f(x) = b) =2}
the S-rank of f is the 2-rank of the matrix [S(X + Y)], X, Y € L2,
where we identify S with its characteristic function.

The I-rank and the A-rank are useful CCZ-invariants introduced
by Edel, Kyureghyan and Pott.
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The Banff APNs in dimension

dim 6

Fourier coefTicients:
-8(28), 8(36))(4

1. { 0(48), 16(10) “16(6) }(21),
0(63), 64 }

-8(28), 8(36)}(46)
0(48), 16(10)(—1)6}(6) }a6),

0(60), -
0(63), 64 }

/ r—rank A —rank _|Aut(C(f))|
3 1102 94 26.6-63
23 4 ula® + ua® 1146 94 26.63
uz® + 29 + utzl7 + uzl®
Hute? 4 uz?d + ute 4 uzt® 1158 96 26.5
u7r3+15+u 29 +ulzl0 4+ 217 +ubc’® 1166 94 26.7

@+ ug?t 4210 1166 96 2°.14
@2 ull(gl 4218 4270 4 220 1168 96 26
23 4 u'la® 4 o
Hal? 4 ulla3 + 148 1170 96 26 51
w2525 + 29 + u3Bz12
+u?Sg18 4 425536 1170 96 26

U055 4 1046 4 162,20 4 135,33
+u 15 34+ 29 748 1170 96 26
w36 4 452 9+uas 12 4 6y
+u%a® 4 w73 4425790 1170 96 26
2% + ut (210 + 218)
+u®(21? + 220 4 240 1172 96 26
69223 + w25 4 ua® + uz® + utzl?
FutTa33 4 10238 4 43340 1172 96 20
u(z® + 210 4 224 4 233) 4 29 + w27 1174 96 26
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Quadratic and Bilinear Maps

V = L= GF(2m).

FX)= Y aX**? e GF™)X]
0<i<j<m—1
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Quadratic and Bilinear Maps

V = L= GF(2m).
FX)= Y aX**? e GF™)X]
0<i<j<m-1
Br(X,Y) == F(X+Y)+FX)+F(Y)

Z Cij |:X2iY2j +X2jy2i .

0<i<j<m—1

Bf is bi-additive (i.e. GF(2)-bilinear) and alternating.
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The Quadratic Forms

Let f: L — L be any map.

The Boolean functions f,(x) := Trace(bf(x)), b € L, are the
components of f.

If f is a quadratic map, then the components f, are quadratic
forms on L.

Recall:

e q:V — GF(2) a quadratic form;
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The Quadratic Forms

Let f: L — L be any map.

The Boolean functions f,(x) := Trace(bf(x)), b € L, are the
components of f.

If f is a quadratic map, then the components f, are quadratic
forms on L.

Recall:

e q:V — GF(2) a quadratic form;

® Gq(x,y) == q(x +y) + q(x)+ q(y) is an alternating bilinear
form:
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The Quadratic Forms

Let f: L — L be any map.

The Boolean functions f,(x) := Trace(bf(x)), b € L, are the
components of f.

If f is a quadratic map, then the components f, are quadratic
forms on L.

Recall:

e q:V — GF(2) a quadratic form;

® Gq(x,y) == q(x +y) + q(x)+ q(y) is an alternating bilinear
form:

o radg :={y € V: [q(x,y) =0V¥x € V};
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The Quadratic Forms

Let f: L — L be any map.
The Boolean functions f,(x) := Trace(bf(x)), b € L, are the
components of f.
If f is a quadratic map, then the components f, are quadratic
forms on L.
Recall:

e q:V — GF(2) a quadratic form;

® Gq(x,y) == q(x +y) + q(x)+ q(y) is an alternating bilinear
form:

o radg :={y € V: [q(x,y) =0V¥x € V};
e dim radg = dimV mod 2.
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The Quadratic Forms

Let f: L — L be any map.
The Boolean functions f,(x) := Trace(bf(x)), b € L, are the
components of f.
If f is a quadratic map, then the components f, are quadratic
forms on L.
Recall:
e q:V — GF(2) a quadratic form;
® Gq(x,y) == q(x +y) + q(x)+ q(y) is an alternating bilinear
form:
o radg :={y € V: [q(x,y) =0V¥x € V};
e dim radg = dimV mod 2.
Let's call rady; := rad,\{0} the pointed radical.
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The Radicals of a Quadratic APN

Let f be a quadratic APN on L = GF(2™).
Then the nonempty pointed radicals radg partition Lx.
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The Radicals of a Quadratic APN

Let f be a quadratic APN on L = GF(2™).
Then the nonempty pointed radicals radg partition Lx.

Corollary (Nyberg's Theorem 1994)

e If m is odd, then all components f,, b # 0, are near-bent;i.e.
dim radg = 1;

o If m is even, then at least two-thirds of the f,, b # 0, are
bent; i.e. radg = 0;

J. F. Dillon APN Polynomials: An Update



What Boolean functions can be added?

Observation. f : L — L APN; g : L — GF(2) Boolean.
TFAE:

o h:=f+gis APN;

@ g sums to 0 on every 2-flat on which f sums to 1.
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What Boolean functions can be added?

Observation. f : L — L APN; g : L — GF(2) Boolean.
TFAE:

o h:=f+gis APN;
@ g sums to 0 on every 2-flat on which f sums to 1.

Budaghyan and Carlet discovered the beautiful general example

x3 4 Trace(x?).
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What Boolean functions can be added?

Observation. f : L — L APN; g : L — GF(2) Boolean.
TFAE:

o h:=f+gis APN;
@ g sums to 0 on every 2-flat on which f sums to 1.
Budaghyan and Carlet discovered the beautiful general example

x3 4 Trace(x?).

Such g's constitute the dual of the binary code spanned by (the
characteristic functions of) the 2-flats on which f sums to 1.
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What Boolean functions can be added?

Observation. f : L — L APN; g : L — GF(2) Boolean.
TFAE:

o h:=f+gis APN;
@ g sums to 0 on every 2-flat on which f sums to 1.

Budaghyan and Carlet discovered the beautiful general example
x3 4 Trace(x?).

Such g's constitute the dual of the binary code spanned by (the
characteristic functions of) the 2-flats on which f sums to 1.
Some of the APNs in the Banff lists are related in this way...
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What Boolean functions can be added?

Observation. f : L — L APN; g : L — GF(2) Boolean.
TFAE:

o h:=f+gis APN;
@ g sums to 0 on every 2-flat on which f sums to 1.
Budaghyan and Carlet discovered the beautiful general example

x3 4 Trace(x?).

Such g's constitute the dual of the binary code spanned by (the
characteristic functions of) the 2-flats on which f sums to 1.
Some of the APNs in the Banff lists are related in this way...

but Edel and Pott had a better ideall!
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Replace JFD’s Boolean function g by cg for ¢ any element in L*.
The above proposition and coding interpretation remain true on
replacing 1 by c.
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Replace JFD’s Boolean function g by cg for ¢ any element in L*.
The above proposition and coding interpretation remain true on
replacing 1 by c.

But this switching operation can be iterated with different ¢'s!!!
Edel and Pott applied this idea to the Banff lists of APNs.

J. F. Dillon APN Polynomials: An Update



Replace JFD’s Boolean function g by cg for ¢ any element in L*.
The above proposition and coding interpretation remain true on
replacing 1 by c.

But this switching operation can be iterated with different ¢'s!!!
Edel and Pott applied this idea to the Banff lists of APNs.

Some results:

For m = 6 the Banff list of 13 APNs breaks into TWO switching
classes represented by

o x3 (2 members)
o x3 4 x10 + u* x?* (11 members).
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Replace JFD’s Boolean function g by cg for ¢ any element in L*.
The above proposition and coding interpretation remain true on
replacing 1 by c.

But this switching operation can be iterated with different ¢'s!!!
Edel and Pott applied this idea to the Banff lists of APNs.

Some results:

For m = 6 the Banff list of 13 APNs breaks into TWO switching
classes represented by

o x3 (2 members)
o x3 4 x10 + u* x?* (11 members).

We call these maps the cube map and the Kim map, the latter
because it is the first new APN found by Kim Browning when we
began to study APNs.
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Replace JFD’s Boolean function g by cg for ¢ any element in L*.
The above proposition and coding interpretation remain true on
replacing 1 by c.

But this switching operation can be iterated with different ¢'s!!!
Edel and Pott applied this idea to the Banff lists of APNs.

Some results:

For m = 6 the Banff list of 13 APNs breaks into TWO switching
classes represented by

o x3 (2 members)
o x3 4 x10 + u* x?* (11 members).

We call these maps the cube map and the Kim map, the latter
because it is the first new APN found by Kim Browning when we
began to study APNs.

EP also discovered in the kim(x) switching class a new APN which
is cubic and not CCZ-equivalent to any quadratic or power map!
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Combinatorial Properties of the Kim Map

kim(x) = x3 4+ x10 4+ ux x?* € L[x], L = GF(2°).

The image D := kim(L) is a (64,36,20)-ds in L.
Its characteristic function is a cubic bent function.
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Combinatorial Properties of the Kim Map

kim(x) = x3 4+ x10 4+ ux x?* € L[x], L = GF(2°).

The image D := kim(L) is a (64,36,20)-ds in L.
Its characteristic function is a cubic bent function.

It's not too hard to show that x = 0 is the unique zero of kim(x).
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Combinatorial Properties of the Kim Map

kim(x) = x3 4+ x10 4+ ux x?* € L[x], L = GF(2°).

The image D := kim(L) is a (64,36,20)-ds in L.
Its characteristic function is a cubic bent function.

It's not too hard to show that x = 0 is the unique zero of kim(x).

For all A € K := GF(23), kim(\z) = \3kim(z).
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Combinatorial Properties of the Kim Map

kim(x) = x3 4+ x10 4+ ux x?* € L[x], L = GF(2°).

The image D := kim(L) is a (64,36,20)-ds in L.
Its characteristic function is a cubic bent function.

It's not too hard to show that x = 0 is the unique zero of kim(x).

For all A € K := GF(23), kim(\z) = A3kim(z). Thus, kim(x)
maps the subspace Kz to the subspace Kkim(z).
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Combinatorial Properties of the Kim Map

kim(x) = x3 4+ x10 4+ ux x?* € L[x], L = GF(2°).

The image D := kim(L) is a (64,36,20)-ds in L.
Its characteristic function is a cubic bent function.

It's not too hard to show that x = 0 is the unique zero of kim(x).

For all A € K := GF(23), kim(\z) = A3kim(z). Thus, kim(x)
maps the subspace Kz to the subspace Kkim(z).

The nine subspaces Kz comprise the components of a spread for L;
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Combinatorial Properties of the Kim Map

kim(x) = x3 4+ x10 4+ ux x?* € L[x], L = GF(2°).

The image D := kim(L) is a (64,36,20)-ds in L.
Its characteristic function is a cubic bent function.

It's not too hard to show that x = 0 is the unique zero of kim(x).

For all A € K := GF(23), kim(\z) = A3kim(z). Thus, kim(x)
maps the subspace Kz to the subspace Kkim(z).

The nine subspaces Kz comprise the components of a spread for L;
and kim(x) hits exactly five of them.
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Combinatorial Properties of the Kim Map

kim(x) = x3 4+ x10 4+ ux x?* € L[x], L = GF(2°).

The image D := kim(L) is a (64,36,20)-ds in L.
Its characteristic function is a cubic bent function.

It's not too hard to show that x = 0 is the unique zero of kim(x).

For all A € K := GF(23), kim(\z) = A3kim(z). Thus, kim(x)
maps the subspace Kz to the subspace Kkim(z).

The nine subspaces Kz comprise the components of a spread for L;

and kim(x) hits exactly five of them.

Therefore, kim(L) is a partial-spread difference set of type PS(H).
L]
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Line Spread and Affine Design

If fis any quadratlc APN with exactly u bent components,

then the 2 S L pointed nonzero radicals glve a line spread for

= PG(m - 1,2).
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Line Spread and Affine Design

If fis any quadratlc APN with exactly u bent components,
then the 2 S L pointed nonzero radicals glve a line spread for

=PG(m—1,2).
We know only one quadratic APN which does not share this

property with x3.
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Line Spread and Affine Design

If fis any quadratlc APN with exactly u bent components,

then the 2 S L pointed nonzero radicals glve a line spread for
=PG(m—1,2).

We know only one quadratic APN which does not share this

property with x3.

A theorem of Rahilly gives an affine design with parameters same

as AGs_1(s,4), m = 2s.

J. F. Dillon APN Polynomials: An Update



Line Spread and Affine Design

If fis any quadratlc APN with exactly u bent components,

then the 2 S L pointed nonzero radicals glve a line spread for
=PG(m—1,2).

We know only one quadratic APN which does not share this

property with x3.

A theorem of Rahilly gives an affine design with parameters same

as AGs_1(s,4), m = 2s.

Theorem

The (64, 16, 5)-design D obtained from the Rahilly construction
applied to the line spread for kim(x) has:

@ 2-rank = 19 # 16 = 2-rank of AG,(3,4);
o |Aut(D)| = 2688 = 27x3x7.
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Another Interesting APN

g0) =

WASORXAGD + WASA*XASE 4 WAB*XAST 4 WAZ3*XAS6 + wAL*XAS4 4+ wA3G*XAS3 + wAB¥ASD
+ WMEFXAST + whS6*xASD + wAA*XMY + wAA*XAS + WAZ6*XALD + WAZ*XA4S +
WAL3*YAA 4 wASA*YA3 4 wASRXAAD + wASZEXML 4 wML*XAd0 + whdB*xA39 +
WAASHYASS & WA3ZMXAST + wALARXA36 + wAST¥XA3S 4 WASORXAZA + XA33 + wAS*XAZD
4 WASLAXAS0 + wAAS*XA2G + WASTXAZS + WAZEXADT + wA30¥XAZ0 + WAB¥XADS 4
WAB3ANADA + wh30¥XAD3 + wASG¥XAZD + WAAMXADL + wh3B¥XA20 + wAS2*xAL9 4
WALTAXALE + WALS¥XALT + WASL*XALO + WAAZ*XALS + wAS*XAL4 + wA2SFYAL3 +
WAG*XALD 4 WAEXALL + whXALO + wA30*XAD + wAZZ*XAB + WAZ3*XAT + WASA*XAG +
WABG*XAS + wABD¥XM + wA29FXAS + wA2D¥XAD + WAGL¥X
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Another Interesting APN

Where did that come from?
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Another Interesting APN

Where did that come from?
g(x) is CCZ-equivalent to the Kim map; i.e.

g=hofit

where f; and £ are quadratics obtained as follows:
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Decompositions of the Code C#

We have L = GF(2°) = K @ Ku, where K = GF(23); put
f(x) = u=* kim(x).
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Decompositions of the Code C#

We have L = GF(2°) = K ® Ku, where K = GF(23); put
f(x) = u=* kim(x).

We have C#+ = A @ B, where

A={Tr(ax):a€ L} and B={Tr(bf(x)): be L}.
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Decompositions of the Code C#

We have L = GF(2°) = K ® Ku, where K = GF(23); put

f(x) = u=* kim(x).

We have C# = A @ B, where

A={Tr(ax):a€ L} and B={Tr(bf(x)): be L}.

Use the decomposition L = K @& Ku to decompose A and B:
A=A 0 A

and
B=DB1® Bo.
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Decompositions of the Code C#

We have L = GF(2°) = K ® Ku, where K = GF(23); put
f(x) = u=* kim(x).

We have C# = A @ B, where

A={Tr(ax):a€ L} and B={Tr(bf(x)): be L}.

Use the decomposition L = K @& Ku to decompose A and B:

A=A1 D A

and
B=DB1® Bo.
Switch partners! :)
[A(x)] == A1 @ By
and
[H(x)] = A2 @ Bs.
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Decompositions of the Code C#

We have L = GF(2°) = K ® Ku, where K = GF(23); put
f(x) = u=* kim(x).
We have C+ = A @ B, where
A={Tr(ax):a€ L} and B={Tr(bf(x)): be L}.
Use the decomposition L = K @& Ku to decompose A and B:
A=A A
and
B=DB® B,.
Switch partners! :)
[fl(X)] =A10B5;
and
[H(x)] = A2 @ Bs.

Cr =[A()] @ [L((X)].
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Cr = [A(X)] @ [f(x)]-
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Cr = [A(X)] @ [f(x)]-

and, incidentally ...
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Cr = [A(X)] @ [f(x)]-

and, incidentally ...
BOTH f; and f; are permutations!!!

J. F. Dillon APN Polynomials: An Update



Cr = [A(X)] @ [f(x)]-

and, incidentally ...
BOTH f; and f; are permutations!!!

That's right!...
g:fzofl_l is an

APN permutation on GF(2°)!!l :)

J. F. Dillon APN Polynomials: An Update



c
.2
o
c
9]
£
©
=
o
>




Adam Wolfe's Breakthrough

Theorem (Adam Wolfe)

The Kim map is CCZ-equivalent to an APN permutation.

The Kim code contains 222 simplex subcodes, 32 of which split
into two sets of 16, with any pair from different sets being
“disjoint”.

The 256 corresponding APN permutations are, of course, all
CCZ-equivalent to kim(x).
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Adam Wolfe's Breakthrough

Theorem (Adam Wolfe)

The Kim map is CCZ-equivalent to an APN permutation.

The Kim code contains 222 simplex subcodes, 32 of which split
into two sets of 16, with any pair from different sets being
“disjoint”.

The 256 corresponding APN permutations are, of course, all
CCZ-equivalent to kim(x).

We need invertible £ such that

¢l o) =1 B |

where f; and f, are permutations.
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Adam Wolfe's Breakthrough

Adam found ALL simplex subcodes

501 = 0 | s |

by generating L1 in reduced row echelon form, one column at a
time, from left to right using the permutation constraint
x #y = fi(x) # fi(y) to restrict the choice of new column in Ly;

. . X+y .
i.e. no vector in X ;= DX can be in the
{ F(x) +£(y) ] 7 y}

nullspace of L;. Thus, avoid solutions to
[I15/27"'7Ij] . :05

where c is a vector in the sorted set ¥ for which ¢; = §; ; for t > j.
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In Retrospect: Randomized Search

It's easier to find something
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In Retrospect: Randomized Search

It's easier to find something if you know it's there! .

J. F. Dillon APN Polynomials: An Update



In Retrospect: Randomized Search

It's easier to find something if you know it's there! .
Let f(x) be an APN on GF(2™).

Compute B := {(a, b) : Trace(ax + bf(x))balanced}.
Step 1. Set B; = B.
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It's easier to find something if you know it's there! .

Let f(x) be an APN on GF(2™).

Compute B := {(a, b) : Trace(ax + bf(x))balanced}.

Step 1. Set B; = B. Choose by, by, ..., by, randomly so that
biy1 & (b1, ba, ..., b;) and

bit1+s€eBiVse (bl,bz,...,b,'>.
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Step 1. Set B; = B. Choose by, by, ..., by, randomly so that
biy1 & (b1, ba, ..., b;) and

bit1+s€eBiVse (bl,bz,...,b,'>.

if you get stuck
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It's easier to find something if you know it's there! .

Let f(x) be an APN on GF(2™).

Compute B := {(a, b) : Trace(ax + bf(x))balanced}.

Step 1. Set B; = B. Choose by, by, ..., by, randomly so that
biy1 & (b1, ba, ..., b;) and

bit1+s€eBiVse (bl,bz, cee, b,‘).

if you get stuck just start over!
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In Retrospect: Randomized Search

It's easier to find something if you know it's there! .

Let f(x) be an APN on GF(2™).

Compute B := {(a, b) : Trace(ax + bf(x))balanced}.

Step 1. Set B; = B. Choose by, by, ..., by, randomly so that
biy1 & (b1, ba, ..., b;) and

bit1+s€eBiVse (bl,bz, cee, b,‘).

if you get stuck just start over!

Suppose we get the first m-dim subspace S;.
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In Retrospect: Randomized Search

It's easier to find something if you know it's there! .
Let f(x) be an APN on GF(2™).

Compute B := {(a, b) : Trace(ax + bf(x))balanced}.
Step 1. Set B; = B. Choose by, by, ..., by, randomly so that
biy1 & (b1, ba, ..., b;) and

bit1+s€eBiVse (bl,bz,...,b,'>.

if you get stuck just start over!

Suppose we get the first m-dim subspace S;.

Step 2. Set B, = B\S;.

Repeat above Step 1 with By in place of Bj.
again... if stuck just start over!
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In Retrospect: Randomized Search

It's easier to find something if you know it's there! .

Let f(x) be an APN on GF(2™).

Compute B := {(a, b) : Trace(ax + bf(x))balanced}

Step 1. Set B; = B. Choose by, by, ..., by, randomly so that
b,'+1 ¢ <b1,b2,...,b> and

bit1+s€eBiVse <b1,b2,...,b,'>.

if you get stuck just start over!

Suppose we get the first m-dim subspace S;.

Step 2. Set B, = B\S;.

Repeat above Step 1 with By in place of Bj.

again... if stuck just start over!

Have upper bound on number of tries... if we hit the bound go
back to Step 1 and start over.

If we get to m in Step 2 we're done!
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In Retrospect: Randomized Search

It's easier to find something if you know it's there! .

Let f(x) be an APN on GF(2™).

Compute B := {(a, b) : Trace(ax + bf(x))balanced}

Step 1. Set B; = B. Choose by, by, ..., by, randomly so that
b,'+1 ¢ <b1,b2,...,b> and

bit1+s€eBiVse <b1,b2,...,b,'>.

if you get stuck just start over!

Suppose we get the first m-dim subspace S;.

Step 2. Set B, = B\S;.

Repeat above Step 1 with By in place of Bj.

again... if stuck just start over!

Have upper bound on number of tries... if we hit the bound go
back to Step 1 and start over.

If we get to m in Step 2 we're done!

For m =6 and f(x) = kim(x)...#B = 1071...

but solutions pour out quickly! :)
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Good News and Bad News

First the good news:
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Good News and Bad News

First the good news:

We found an APN permutation in even dimension! :)
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First the good news:
We found an APN permutation in even dimension! :)

The bad news is: it is the ONLY one that we found! :(
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Good News and Bad News

First the good news:
We found an APN permutation in even dimension! :)

The bad news is: it is the ONLY one that we found! :(

We have shown that no other on the Banff-EP-MAGMA lists of
known APNs of dimension up to 10 can have a double-simplex
code. :(
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Good News and Bad News

First the good news:
We found an APN permutation in even dimension! :)

The bad news is: it is the ONLY one that we found! :(

We have shown that no other on the Banff-EP-MAGMA lists of
known APNs of dimension up to 10 can have a double-simplex
code. :(

but maybe there's hope! :)
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Good News and Bad News

The highly structured decomposition of the Kim code suggests
that much of the structure ... if not all ... should generalize to
higher dimensions.
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The highly structured decomposition of the Kim code suggests
that much of the structure ... if not all ... should generalize to
higher dimensions.

Does it?
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The highly structured decomposition of the Kim code suggests

that much of the structure ... if not all ... should generalize to
higher dimensions.

Does it?

and --- if not --- does something else work?
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Good News and Bad News

The highly structured decomposition of the Kim code suggests

that much of the structure ... if not all ... should generalize to
higher dimensions.

Does it?

and --- if not --- does something else work?

STILL BIG APN PROBLEM: Does there exist an APN
permutation in even dimension greater than 67
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